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YKPAJIU AEHbI'N?
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* Mo HomMepy TenecoHa 6aHka 3anBneHne J4oMXHO ~ Yem Gonbuwe niopei
Ha 6aHKOBCKOW Kaprte ObITh HAMUCaHO: nopapyT 3asaBNeHus,
WM Ha opuLmanbHOM cante « B TEYEHME CYTOK Mocne ~ TeM BbIlLE BEPOATHOCT,
« Yyepes MoOBUbHOE NPUoXEHUE COOBLEHUA O CNUCAHUU UYTO NPECTYNHUKOB
- Yepes NNYHbIA KabuHeT ASHER (o ROMMBIOT
Ha ochnumanbHOM caiTe 6aHKa * HA MecTe B OTAENEHUN
6aHKa

« B oTAEneHun 6aHkKa

KAK OBE3OIMNACUTb OEHbI'N HA CHETAX?

HUKOMY HE COOBLLUAWTE:

+ CPOK OENCTBUA KapTbl U TReX3Ha4YHbIn Kog
Ha ee obopoTHou ctopoHe (CVV/CVC)

AP0/ W KOAbl U3 YBEAOM/IEHWI

= NIOTWH U Mapofb OT OHNalH-6aHKa

HE NYB/IUKYUTE
nepccrHaanue AdHHbIE B OTKpblTOM ﬂOCTyHe

YCTAHOBUTE
aHTVBUPYChbI Ha BCE YCTPOUCTBA

Mopnpo6Hee o npaBunax 6eaonacHoOCTU
uuTanTe Ha fincult.info

KOOOBOE CITOBO

Ha3blBaWTe TONbKO COTRPYOHUKY 6aHka,
Korga camMun 3BOHWUTE Ha ropsayyto
JNTUHWIO

BaHK He KoMneHcupyer
NnoTepu, €c/iv Bbl HaPYLUUK

rnpasuna 6e3onacHoro
MCNO/NIb30OBaHUA KapTbi

duHaHcoBas
KynbTypa




FEHEPANBHAA NPOKYPATYPA
POCCUACKON GEOEPALIUMA

MWHWCTEPCTEO BHYTPEHHUX OEN
~  POCCUWCKOMW ©EOEPALIMKA

OCTOPOXHO:
TEJIE®POHHbIE MOLLEHHUKMUA!

SNMPU3HAKOB OBMAHA

HA BAC
BbIXOOAT CAMM

AdepucTsl MOryT
NpeacTaBUTLCS CIYX60iA
6e3onacHocTK BaHka,
Ha/orosowu,
NMpoOKypaTypow

e HA BAC OABAT

AdepucTbl BCcerga
TOpPONAT, UTOGbI

Yy Bac He 6bino
BPEMEHU BCe 0bayMaTh

Q FOBOPSIT O IEHBIAX

MpepnaratoT cnacTu
cbepexeHus, NoNyHnTb
KOMMNeHcauuio Ui BJTIOXMUTbCH
B UHBECTULIMOHHbIW NPOeKT

IMio6oi HeoXXMaaHHbI
3BOHOK, CMC u1nu nucemMo —
NMOBO/, HACTOPOXUTbCS

. 3BOHAT

M3 BaHka, nonKuKm

= WK APYror opraH13aummn’? :

BMrOROM A TVTAIGT © @ I o EooRivn
~ YBEOWUTECD, AAHHbIE

CMJ‘IbeIE BMOLIPM YTO 3TO HE MOLWEeHHKMKK! 3HOYMb]LLIJ'leHHHKDB
NPUTYNNSIOT MHTEPECYIOT PEKBU3UTDI
6oMTENbHOCTL KapTbl, Naposv U Koabl
M3 6aHKOBCKMX yBEOOMNEHUM

@ HUKOIOA HUKOMY
BAXHO! HE COOBLUAWTE:
CoTpyaHUKK 6aHKOB U Nonuuum * Kogbl u3 CMC
HMKOIOA He cripawuBaioT * Tpex3HauvHblA Ko Ha 06OpPOTHOM
peKBU3UTBI KapThl, NAponu cTopoHe KapThl (CVV/CVC)
13 CMC, nepcoHanbHble AaHHbIe * PIN-koa
M He NPOCHT coBepluaTh * naponu/noruHbl K 6aHKOBCKOMY

MPUIOXKEHUIO U OHNANH-6aHKY
* KOAOBOE C/IOBO
« nNepcoHanbHble OaHHble

L 5 Kak sawmtutb cBOM pUHAHCHI, ;DI»:.II-LE.II_HC:BEHI
[= »  yuTaiTe Ha fincult.info ynbTYpP

nepeesofbl C Balien KapThbl



@ baHk Poccum

FEHEPANBHAA NPOKYPATYPA
POCCUACKON MEOEPALIMA

~ MWHWCTEPCTBO BHYTPEHHWX AEN
" POCCUMACHOW @EOEPALIMM

KAK SAWLUUTUTD

CBOUTALDKETbI OT BUPYCOB

BUPYCbI:

* OTKPbIBAIOT yAaNeHHbIW QOCTYnN K BalleMy YCTPONCTBY
» KpaayT NOrUHbI M NAPONKU OT OHNNAH- U MOBUNIBHOrO 6aHKa

» MepexBaTbiBalOT CEKPETHbIE KOAbl U3 COOBLEeHUA

BaI'IOHleHB 3TU OaHHble, Kuﬁepnpecwnl-lm(u
MOryT NOXUTUTb BCe A€HbIrh C BallUX CHEeTOB -

KAK NMOHATD,

YTO YCTPOMUCTBO 3APAXKEHO?

YTO OENATD,

ECNU HA YCTPOWUCTBE BUPYC?

KAK 3ALLUTUTD

YCTPOWCTBO OT BUPYCOB?

3aBucaer, Nepesarpy>aeTcs Wiv OTK/I0YaeTCs
Camo saBepluaet paboTy NpUAOXKeEHWIA
lNokasbiBaeT BCMbIBAOLWKWE OKHA

Tepsetr o6bem namaTn

MozBoHuTe B 6aHK U NonpocuTe 3a61oKMPOBaTh AOCTYN
K OHNaiH- 1 MOGUNBEHOMY 6aHKY U BCE KapTbl, KOTOPbIe
NCnonL30Barv Ha YCTpOﬁCTBe

O6paTuTech B CEPBUCHbDIN LIEHTP, YTOObI BbI/IEYUTb FagXeT

MepeBbinycTuTe KapTebl, CMEHUTE JIOrMH U Naponb
OT OHNalH-6aHKa U 3aHOBO YCTaHOBUTE BAHKOBCKOE MPUIoXeHWe

Wcnonb3yiTe aHTUBUPYC M PerynspHo ero o6HoBnanTe

He nepexoguTe No CChiIKaM OT He3HaKoMuUeEB, He yCTaHaanuaaﬁTe
rnporpamMmebl MO UX Mpocbbe 1 He ucnonb3ynTe Yyxue dneLwkn

CkauuBaiitTe NPUNOXeHUs TONbKO U2 NPOBEPEHHbIX UCTOUHUKOR
O6HOBNSANTE ONepaLnoHHYIO CUCTEMY YCTPOMCTBA

Uz6eraite oblenoctynHblx Wi-Fi-ceTei

Moppo6Hee o 3aWMTe FraaXeToB ®duHaHcoBan
umuTanTe Ha [incult.info KynbTypa



KAK SALLUUTUTDBCHA
OT PULLUNHTA

DUIWKHI — BU MOLLEHHWYECTBa, KOraa y YesioBeka KpanyT
nepcoHasibHble faHHble N fEeHbrM C MOMOLLLIO CaANTOB-NOAAEsOK.
YacTo MOWEHHWKW AeNnaloT CalThl, KOTOPbIE Kak ABe Kanju Boabl
MOXOXKWU Ha CaiThbl peanbHbIX OpraHU3aumii

KAK MOXHO OKA3ATbCH
HA ®ULLNHIOBOM CAUTE?

Mo ccbiikaM M3 MHTEPHETA UK INeKTROHHOM NoYThl, CMC,
COOBULEHNA B COLICETAX UMK MECCEeHIYKEPaX, PpeKnaMmsl,
ObBSBNEHU O noTepeax, pacnpoaa)kax, KoMrneHcaLmax

OT rocynapcraa

Xakepbl HacTO B3/1aMbiBalOT Uy>XKMe aKKayHThl,
i1 CIJHU.IHHFOBBH CCbiNKa MOXXeT I'lpldl:!TH AaXKe OT 3HaKOMBbIX

KAK PACIMNO3HATb
SOULLUNHIOBbIN CAUT?

Appec OT/1M4YaeTCa OT HaCTOSLWEro NULLb Napowv CUMBOJIOB
B appecHol cTpoke HeT https 1 3Hayka 3akpbITOro 3amMka
OU3aiH CKONMPOBAaH HEKAYECTBEHHO, B TEKCTax eCTh OLLUNMGKMK

Y caiTa Mano CTpaHuL, Uu aaxke ofHa — ANs BBOAA AaHHbIX
KapThbl

KAK YBEPE4YbCH OT ®PULLIUHTIA?

YcTaHOBUTE aHTUBMPYC U PerynapHo obHoBnanTe ero
CoxpaHanTe B 3aK/afKkax agpeca Hy>KHbIX CanToB
He nepexoauTe No NOOO3pPUTENbHbBIM CCblfIKaM

Ucnonb3ynte OTOENBHYIO KapTy A5 NOKYNOK B MHTEPHETE,
KNaguTe Ha Hee HYXXKHYIO CYMMY MpsiMo nepen onnaTomn

a4 & ®duHaHcoBas
oapooHee O npaau{aax Kyﬂ bTypa
KuBeprurueHbl YnTanTe Ha




el
MHWHWUCTEPCTRD BHYTPEHHWX OEN Alle FEHERPANLHAR NPOKYPATYRPA
POCCUIMCHOM ©EAEPALIMM 9 POCCUMCKON DEAERPALLMN

@ bank Poccuun

KAK SALLULUTUTDBCH

Y106b1 fOGpPaThCA A0 BaWMX BAHKOBCKUX CHETOB,
MOLUEHHUKAaM HY>XHbl BalUX NepCcoHarbHble AaHHble
N PEKBU3UTLI KapT

Kakune cxeMbl ucnonb3yloT adpepucTbl?

OBELLAIOT 30/10ThIE MOPbI
Onpockl 3@ Bo3HarpaxaeHwe, counansHbie BeinaaTtsl Mnv cBepxnpubsbinbHble
WHBECTWUMOHHBIE NPOEKTLI. [apaHTUA ObICTPOro oboraweHusa — NprusHak obMmaHa

3AMAHMUBAKOT HA PACTPOOAXU

OFpOMHL‘:le CEKMOKK W HU3KWE LeHbl MOTYT OKa3aTbCH MOLUEHHWY2CKON yﬂDBKOI‘r‘I

CNEKYINMUPYIKOT HA TPOMKWX COBbITHUAX

Hanpumep, ocbbaensaoT cOop AeHer Ha pa3paboTky BakUWH, 00eLlUaoT BEPHYTh
AeHbrM 33 OTMeHeHHbIe peicsl UK NpeanaraT NoAYYUTs rocyAapCcTBEHHbIe
aoraum

MACKWPYHOTCHA

PEBbIFDbIBa}OT pone NpodaeUOB K I'lOKyI'EEITeJ"IeL-‘a Ha NonynapHbix calitax o6 bABNEHWNA

Kak o6e3onacutb CBOU OeHbru

B UHTEpHEeTe?

1 YcTaHOBUTE aHTUBUPYC U PEryIApPHO ODHOBASATE €ro

3aBeauTe oTAeNbHYIO AeBeTOBYIO KapTy ANA naatexei
B MHTEPHETE U KNaAUTE Ha Hee HYXXHYIO CyMMY Nepef onnaton

Bcerpa npoBepanTe agpeca 3MeKTPOHHOW NOYTbl M CaTOB —
OHW MOTYT OTMIMYaTLCA OT OMULIMENBHbIX MWL Napol CUMBONOB

4 He nepexogunte No CCbl/iKkam OT HE3HaKoOMUeB —
cpasy yoansiTe COMHUTENbHbIE COOOLLEeHNS

Hukomy He coobLante CBoW NepcoHanbHble AaHHble

e
g%%%ﬁ'\ﬁ' MNMoppobHee o npasunax

hh % KMBeprureHsl ¢HHchoBaﬂ
E*E5¥d  yyraiire Ha fincult.info KySbtyps



